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Abstract

Between November 1st and November 14th, 2023, Chaos Labs undertook a rigorous risk
assessment for the USDV Foundation to evaluate the USDV stablecoin’s architecture and
operational dynamics. Throughout this engagement, our team conducted a holistic review
of USDV’s end-to-end mechanism, including its interactions with ecosystem actors and de-
pendencies, to discover and quantify any exposures to outsized risk vulnerabilities. This
encompassed a thorough analysis of potential design issues and a rigorous evaluation of the
stablecoin’s security posture to identify inherent weaknesses.

This risk assessment examines the inherent complexities of USDV’s operations, including
its unique tokenomics, the integration of ColorTrace for on-chain attribution, and its initial
reliance on STBT as a backing asset. We begin with an in-depth examination of USDV’s
stablecoin mechanism design, scrutinizing its structural integrity and resilience against mar-
ket volatility. We delve into the nature and quality of the backing assets, assessing their
capacity to underpin the stablecoin’s value. A focal point of our review is using tokenized
Treasury Bills and Reverse Repurchase Agreements as a backing strategy, where we analyze
the implications for liquidity and stability.

Furthermore, we navigate the complex legal and regulatory framework surrounding USDV,
identifying potential challenges and compliance considerations that could impact its oper-
ability across jurisdictions. The assessment addresses liquidity and oracle risk, evaluating the
robustness of the mechanisms in place to mitigate the risks associated with price information
sources and liquidity provisions.

We dissect the USDV rebasing mechanism to better understand its potential in uence
on the stablecoin’s stability, especially in response to market pressures that could lead to
depegging events. We thoroughly explore depeg risk, considering historical precedents and
current market dynamics. Counterparty risk is another critical aspect of our analysis, where
we assess the implications of USDV’s interactions with various stakeholders in the DeFi
ecosystem.

In evaluating the ColorTrace algorithms, we also investigate potential attack vectors that
malicious ecosystem actors could exploit to maximize unearned yield shares. This analysis
is critical for understanding the algorithm’s security posture and recommending measures to
mitigate such exploitative tactics.

This assessment aims to aid potential integration and partner protocols in onboarding the
USDV asset. It is designed to provide a deep understanding of the operational and on-chain
mechanisms powering USDV, o ering a comprehensive view of the risk surface. As this is
a pre-launch assessment, it’s crucial to note that the absence of live market data constrains
our insights on market and liquidity risks. Therefore, we strongly recommend continuous
monitoring post-launch and suggest a renewed assessment as USDV grows and matures.

The conclusion of this assessment summarizes our ndings. It provides strategic recom-
mendations tailored to establish USDV’s market position, enhance its risk resilience, and
optimize its operational framework for long-term stability and investor con dence. Through
this assessment, Chaos Labs aims to deliver actionable insights that will guide USDV’s
stakeholders in navigating the complex and evolving terrain of DeFi risk.
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Disclaimer

This document is purely informational and does not constitute an invitation to acquire any
security, an appeal for any purchase or sale, or an endorsement of any nancial instrument.
Neither is it an assertion of the provision of investment consultancy or other services by Chaos
Labs Inc. References to specic securities should not be perceived as recommendations for
any transaction, including buying, selling, or retaining any such securities. Nothing herein
should be regarded as a solicitation or o er to negotiate any security, future, option, or
other nancial instrument or to extend any investment advice or service to any entity in any
jurisdiction. The contents of this document should not be interpreted as o ering investment
advice or presenting any opinion on the viability of any security, and any advice to purchase,
dispose of or maintain any security in this report should not be acted upon. The information
contained in this document should not form the basis for making investment decisions.

While preparing the information presented in this report, we have not considered indi-
vidual investors' speci ¢ investment requirements, objectives, and nancial situations. This
information does not account for the speci ¢ investment goals, nancial status, and indi-
vidual requirements of the recipient of this information, and the investments discussed may
not be suitable for all investors. Any views presented in this report by us were prepared
based on the information available when these views were written. Additional or modi ed
information could cause these views to change. All information is subject to possible recti -
cation. Information may rapidly become unreliable for various reasons, including market or
economic changes.



Chapter 1

Overview

1 USDV Overview

The stablecoin ecosystem has been a cornerstone of the DeFi space, with signi cant issuers
like Circle and Tether at the helm, catalyzing growth through their issuance of digital cur-
rencies backed by real-world assets such as U.S. government Treasury bills, gold, and cash
reserves. Their business model is elegantly simple yet e ective: they generate a yield from
the assets backing the stablecoins and collect transaction fees from applications that drive
demand for these currencies. These companies have adeptly managed the supply side of
stablecoins, creating a reliable and scalable digital currency source that mirrors the stability

of traditional at currencies.

Figure 1.1

However, a critical imbalance exists within this model. Applications that generate stable-
coin demand|vital in the DeFi machine|have been excluded from participating in the yield



generated by the assets backing stablecoins. This issue stems from a longstanding challenge:
the computational and storage demands of tracking every stablecoin transaction have been
prohibitively expensive and complex, making it unfeasible to create a more equitable system
where demand-generating applications can benet from the yields. Enter USDV, a novel
stablecoin that recognizes this gap and presents a novel solution. USDV is engineered to
solve current stablecoin limitations by o ering features that enhance user experience, scal-
ability, and nancial security. At its core, USDV addresses the Fungible Token Coloring
Problem, which has hindered stablecoin issuers' ability to track and reward entities that
generate token demand by implementing ColorTrace, an algorithm developed by LayerZero
Labs.

Figure 1.2

ColorTrace tackles on-chain token attribution by enabling 'token coloring' for all US-
DVs in circulation, allowing for the segmentation by Veri ed Minters based on unique Color
IDs. This technology ensures complete traceability and fair yield distribution, promoting
equitable reward distribution based on user demand and engagement. USDV is natively
cross-chain, adopting the Omnichain Fungible Token (OFT) standard for maximum inter-
operability and scalability, enhancing security and liquidity. Underlying assets are securely
stored in a globally unique Vault on the Ethereum blockchain, with the rst reserve asset
being the Short-term Treasury Bill Token (STBT)|a risk-free yield-bearing asset pegged
1:1 with the USD. In conclusion, USDV aims to be more than just a stablecoin; it seeks
to be a transformative nancial instrument o ering a scalable, secure, and equitable plat-
form for digital transactions, ensuring that all participants in the ecosystem are recognized
and rewarded for their contributions, thus paving the way for a more inclusive stablecoin
economy.



2 Audit Objectives

2.1

Assessment Goals

Chaos Labs' assessment is designed to review the structural resilience and economic security
of the USDV stablecoin. Our audit is crafted to dissect the nuances of USDV's design and
defensive mechanisms against a spectrum of nancial adversities.

Our analysis provides a granular examination of the following pivotal domains:

A

2.2

Asset Backing Analysis : We delve into the composition and robustness of the as-
sets underpinning USDV. We scrutinize their liquidity and risk pro les to validate the
stablecoin's foundation on low-risk and inherently stable assets.

Reward Mechanism Scrutiny : The minter reward mechanism undergoes a rigorous
evaluation to identify any potential for exploitation that could lead to disproportionate
reward acquisition, which could undermine the equitable ethos of the system.

Depegging Risk Assessment : The protocols and contingencies established to avert
and manage depegging scenarios are evaluated to ascertain the steadfastness of USDV's
capacity to maintain its peg across uctuating market landscapes.

STBT Mechanism and Liquidity Analysis : We dissect the operational mechanics
of the STBT mechanism and its in uence on the liquidity dynamics of USDV, seeking
to establish its integral role within the stablecoin's economic architecture at launch.

Minter De cit Contingency Evaluation : The assessment contemplates the pro-
visions and strategies for scenarios where a minter encounters a de cit, ensuring the
system's architecture supports sustainable reminting processes.

Flash Loan Vulnerability Analysis . Our scrutiny extends to the system's resilience
against ash loan exploits, focusing on the potential for such maneuvers to unjustly
skew the token coloring process, a ecting distributors or TVL aggregators.

Scope Clari cation and Constraints

In the spirit of academic rigor and precision, Chaos Labs delineates the boundaries of this
assessment with clarity, identifying areas that fall outside the ambit of our current engage-
ment:

2.3

Out of Scope - Smart Contract Code Examination

The intricate analysis of smart contract code and the minutiae of its operational implemen-
tation are outside the scope of this assessment. Below, we link to relevant smart contract
security audits:

N

USDV: Zellic Security Assessment
USDV: Ottersec Security Assessment
USDV: Paladin Security Assessment
STBT Audits



Instant Finality Veri cation

This assessment does not extend to con rming transaction nality guarantees within the
USDV framework.

Cross-Chain Messaging Evaluation

This review does not examine cross-chain messaging systems' robustness and security pro-
tocols.

Infrastructure Review

The extensive infrastructure undergirding the USDV project, including crucial custody so-
lutions and market-making mechanisms, is outside the purview of this assessment.

Scope of Work Conclusion

Acknowledging the inherent limitations imposed by the temporal constraints of security
assessments is imperative. As such, while the primary lens of our assessment is trained on the
strategic conception and architectural blueprint of USDV, with a particular emphasis on its
pioneering asynchronous cross-chain capabilities, the review of its practical implementation is
approached with a secondary emphasis. Our investigative e orts are dedicated to unraveling
the systemic design elements central to the economic security and risk pro le of USDV.



Chapter 2

USDV Overview

1 Protocol Primer

The architecture of the USDV stablecoin protocol serves as the bedrock upon which our
risk assessment is constructed. A thorough comprehension of the protocol's structure is
paramount, as it informs the development of robust risk models that are both precise and
contextually relevant. This section is dedicated to meticulously delineating the fundamental
pillars of the end-to-end USDV protocol. By dissecting and understanding each component's
function and interdependencies, we lay the groundwork for a nuanced evaluation of the
protocol's risk landscape.

The USDV protocol is a complex combination of technological innovations and nancial
mechanisms, each serving a distinct purpose yet collectively contributing to the protocol's
overarching objective of providing a stable, secure, equitable, and scalable digital currency.
We must rst establish a granular understanding of these components|from asset backing
and minting processes to yield distribution and oracle integration|before we can accurately
identify and model potential risks.

In the subsequent sections of this risk assessment, we will delve deeper into each of
these foundational pillars. Our analysis will extend beyond mere functional descriptions to
critically examine the risk surfaces they present. This will involve an exploration of the
technical intricacies, economic mechanisms, and operational procedures that underpin the
USDV protocol. By doing so, we aim to comprehensively enumerate the risks associated with
each component and develop sophisticated models that can predict, quantify, and mitigate
these risks e ectively.

This introductory exploration is designed to inform and equip stakeholders with the nec-
essary insights to navigate the complex interplay of factors that govern the USDV ecosystem.
As we progress through the assessment, each section will build upon the last, culminating in
a detailed and articulate exposition of USDV's risk architecture. This systematic approach
ensures that our risk assessment is grounded in a deep and systematic understanding of the
USDV protocol, ultimately enabling a strategic and informed risk management posture.

The USDV stablecoin enables tracking on-chain token demand attribution generated by
applications, termed theFungible Token Coloring ProblemLack of token- ow tracking and
proper attribution hinders the fair distribution of rewards by stablecoin issuers to entities
that generate token demand. LayerZero's ColorTrace algorithm and solution also dictate the
technical requirements and architecture, which we'll review below.

10



1.1 USDV Contract and Cross-Chain Functionality

The USDV contract, an ERC20 token, incorporates administrative features for compliance
and utilizes signature-based permit interfaces on EVM chains. It manages local coloring
states and synchronizes this information with the Ethereum Vault to minimize divergence.
Deployed omnichain, USDV leverages LayerZero's messaging protocol and OFT standard for
its immutable, permissionless, and censorship-resistant properties.
1.2 Token Flow and Attribution Technical Constraints and Solutions
Addressing this problem, USDV confronts two signi cant technical constraints:

1. Impracticality of maintaining per-minter attribution due to local storage limitations.

2. Complexities of cross-chain communication.

LayerZero's approach to the token coloring problem is pragmatic, requiring all transfers
to recolor tokens to match the receiver's wallet balance, thereby simplifying the storage com-
plexity to O(1) for single-chain contexts. However, the challenge magni es when considering
the omnichain environment, where economic and safety constraints emerge due to crosschain
messaging asynchrony.

1.3 Vault Mechanics and Delta Management

Figure 2.1

The USDV Vault, uniquely positioned on the Ethereum blockchain, is the source of truth
of this mechanism. Itis responsible for issuing, tracking, and updating the mint of each color,

11



which re ects the global circulation and demand for that color across all chains. This system
enables the fair distribution of yields by the token foundation. To manage the divergence
between mint and circulation, ColorTrace introduces the concept dbcalMint and delta ,
which allows for an e cient and provably safe reconciliation of these values.

1.4 Minter Contracts and Coloring Dynamics

The USDV stablecoin employs a unique token coloring mechanism to track and attribute
token demand generated by various entities within its ecosystem. This method involves
tagging or overriding token metadata (Color ID) when USDV is 'touched' or 'converted'.
Below, we delineate the distinct methods for coloring USDV tokens, each serving specic
functions within the protocol.

Default Color

" De nition : Each Veried Minter is associated with a unique 'Default Color' color.
This color represents a positive integer value in the token contracts and is unique to
each Veri ed Minter.

" Application : Only Veri ed Minters can own and set Default Colors. They can assign
these colors to contract addresses such as pools, pairs, wallets, and vaults. Each address
can only have one color.

" Operator Delegation : Veri ed Minters may appoint Operators to set Default Colors
on whitelisted addresses on their behalf.

1.5 Coloring Methods

12



Following the Default Color Rule

~ Mechanism : If the receiver account sets a Default Color, all inbound tokens are recol-
ored to match this.

" Example : If a pool with $100USDVp ye receives$120USDVgep and has set BLUE
as its Default Color, the inboundU SDVggp is recolored toUSDVg e , resulting in a
nal balance of $220USDVg e -

Figure 2.2

13



Coloring by Weight Rule

" Mechanism : In the absence of a set Default Color, the color with the larger balance
is implicitly chosen as the Default Color for each transaction. The inbound tokens are
recolored to match the color of the larger balance in the receiving account.

" Example : A pool with $100 USDVg ye receiving $120 USDVrep would have the
USDVg ue recolored toUSDVgep since$120> $100, resulting in a nal balance of
$220USDVgep -

Figure 2.3

1.6 Additional Coloring Properties

" Fungibility : All tokens are fungible within a single address. This property allows for
uniform incentivization of all inbound tokens in DeFi applications.

" Longevity : The color of tokens is long-lived. Tokens retain their designated color after
withdrawal from DeFi Pools and maintain it until they undergo another recoloring pro-
cess. This characteristic is vital in high-volume transaction protocols like decentralized
exchanges (DeX), where users frequently deposit and withdraw tokens. The persistent
color allows minters to accrue more attribution relative to their pools of Total Value
Locked (TVL).

Each Veri ed Minter is assigned a unique color ID through a Minter contract, provid-
ing functionalities like blocklisting and alternative stablecoin minting con gurations. The
coloring process is KYC-gated, allowing eligible minters to obtain a color represented as a

14



positive integer within the token contracts. This process ensures that minted USDV carries
the designated color, crucial for fair yield distribution.

15



1.7 Example: Interaction Between Two Minters
To illustrate the USDV coloring process in action, let's consider an example involving two
distinct minters, each with its own designated color within the USDV ecosystem:
Scenario Setup
Minters : This scenario has two Veri ed Minters.
~ Veri ed Minter 1: Associated with Color RED.
" Veri ed Minter 2: Associated with Color BLUE.
Initial Minting  : Veri ed Minter 2 mints $100USDVg yE -

Coloring and Recoloring Process

" Interaction with Pool : The $100USDVp yg minted by Veri ed Minter 2 enters a
pool that has set its Default Color to RED.

" Recoloring Action : Upon interacting with this pool, the USDVg ye tokens are
recolored to align with the pool's Default Color. As a result, the3100 USDVg ue
is transformed into $100 U SDViep -

Implications for Minters

" Reminting by Veri ed Minter 1 : Following this recoloring event, Veri ed Minter 1
proceeds to remint all$100 of the nowU SDVgep , initially minted by Veri ed Minter
2.

" Yield Share Advantage : Veried Minter 1 gains control of the $100USDVgrgp due
to this reminting action. This transfer of color and subsequent reminting action makes
Veri ed Minter 1 eligible for a greater yield share, as they are now attributed with the
minting of these recolored tokens.

Figure 2.4
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2 Reminting and USDV Issuance

Reminting is a permissionless operation that addresses the accumulation of color deltas,
allowing the realization of yield potential by reminting more color against others with delta
de cits. This Delta-Zero reminting ensures the equilibrium of deltas within the system. The
Vault contract oversees USDV issuance, backed by allow listed assets like STBT, facilitating
a 1:1 minting process without fees and a redemption mechanism with applicable fees.

2.1 Minting and Redemption Flows

The minting ow is straightforward: STBT owners deposit assets into the Vault, receiving
an equivalent amount of USDV and Vault Shares. Conversely, the redemption process allows
USDV holders to exchange their tokens for underlying assets, with a portion of the transac-
tion serving as a fee to the operator and the remainder returned to the redeemer along with
the removal of corresponding Vault Shares.

2.2 Yield Distribution Mechanics

At the core of USDV's yield distribution lies the globally unique Vault, which houses yield-
bearing Tokenized Real World Assets (TRWA) as collateral. The primary asset currently un-
derpinning USDV is the Short-term Treasury Bill Token (STBT), a passive yield-generating
asset rebased daily to maintain a 1:1 USD peg. The yield generated is automatically minted
into USDV, rewarding Veri ed Minters for their contributions to the ecosystem.

Figure 2.5: Source: USDV Documentation

Fair and Transparent Yield Allocation

The distribution of yield within USDV is both equitable and transparent. Each USDV
represents a color share, correlating to a Veri ed Minter's stake in the global yield pool.
Veri ed Minters are assigned unique Color IDs, which are crucial for directly attributing
yield rewards. The global yield is apportioned daily based on the Vault's color shareholdings,
with the new USDV stored in the Vault until minters exercise their redemption rights.
This process is fully transparent, with all related transactions recorded on-chain for public
veri cation.

17



Token Value Stability and Assurance

The guarantee of redemption for STBT underpins USDV's value stability. The underlying
asset, STBT, is subject to real-time on-chain monitoring, with reserves managed by reputable
nancial institutions and daily reporting to the USDV Transparency Panel. The Reserve
report, veri ed by a top global accounting rm, ensures that the reserves are always at least
equal to the circulating USDV, providing a high level of nancial assurance.

3

A

3.1

Fundamental Principles of USDV's Economic Model

Enforced Asset Circulation : This principle ensures that the total number of tokens

in circulation is directly tied to the underlying asset holdings. The Vault enforces the
creation and destruction of tokens in exchange for these assets, maintaining a global
supply invariant.

Zero System Error : The system is designed to maintain a zero net error, with any
divergence between the circulation of each color and the mint recorded at the Vault
being accurately accounted for. This is encapsulated in the delta-zero invariant, which
holds within each domain and system.

Mint-Holding Guarantee : This principle protects minters by ensuring that no oper-
ation can reduce their mint below their holdings across all chains. This is achieved by
adhering to the delta-zero invariant, with additional restrictions to prevent the reduc-
tion of a minter's mint.

Global Invariants Upholding USDV's Integrity

Pegging Invariant : The global circulation of USDV is always equivalent to the sum
of the collateral of all backing assets across all connected chains.

Delta-Zero Invariant : The sum of the deltas of all colors, including Theta (a place-
holder for uncolored USDV), on any chain is zero, ensuring a balanced system both
locally and globally.

Theta-Zero Invariant : The sum of the deltas of Theta across all chains is zero,
maintaining a system-wide balance.

Mint Invariant : The total minted amount of any color across all chains is equal to
the Vault shares of that color, ensuring a direct correlation between minting activity
and color shareholding.

USDV's mechanism blends economic principles and rigorous assurances. It is crafted to
provide a stable, transparent, and fair yield distribution system, underpinned by a robust
set of invariants that ensure the integrity and stability of the stablecoin. As we proceed
with the risk assessment, we'll analyze potential risks and ensure that the USDV protocol
remains resilient against economic and operational challenges.
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4 Contract Governance and Risk Management in USDV's Ecosys-
tem

4.1 Contract Governance Structure

The USDV Foundation currently leads USDV's governance. USDV is structured to ensure
exibility and security within its ecosystem. The governance roles are distributed across
di erent entities, each with speci ¢ functions to maintain the system's integrity and adapt-
ability.

Vault Governance Roles

" Operator : Manages fees, minter registration, color pausing, and rate limit adjustments.

" Foundation : Possesses the authority to change the Operator under speci ¢ conditions
and set theredemption_fee_cap

" Owner : Responsible for contract upgrades, asset registration, reserve withdrawals,
global pausing, and setting various operational parameters.
USDV Token Governance Roles
" Foundation : Can blacklist users to prevent minting, burning, or transferring of USDV.

" Operator : Handles contract pausing, fee adjustments, and setting color-related pa-
rameters.

N

Vault : Manages minting and burning of USDV.

" Owner : Has upgrade authority and role-setting responsibilities.

5 Rate Limiting Mechanisms and Fee Structures

Several rate limiters and fee structures are in place to safeguard the USDV protocol from
technical risks and to manage the ow of assets. It is important to note that these parameters

and fees are initial and subject to change over time as a function of governance, market
demand, security, risk, and additional considerations.

Fee Structure

" Mint/Redeem Rate Limiter . This mechanism controls the ow of assets into and
out of the system, mitigating the impact of potential technical issues with underlying
assets. It operates on a token bucket principle with a de ned capacity and re Il rate.

" USDV Redemption Fee : The operator charges a fee of 10 basis points (bps) for
USDV redemptions.

" Reminting Fee : The operator charges a fee of 3 bps for the reminting process.

19



Rate Limit Parameters

" Cross-chain Rate Limiter : To manage the risks associated with di erent blockchain
networks, especially newer ones, a rate limiter is applied to control the net outbound
ow of USDV, ensuring that any single chain's exposure is kept within safe limits.

" STBT Minting Limit  : Capped at 100 million USDV with a re |l rate of 1,157 USDV
per second.

" STBT Redemption Limit : Capped at 50 million USDV with a rell rate of 578
USDV per second.

5.1 Additional Governance Functions

"~ Liquidity Provider : Sets the LP Fee for providing liquidity.

" Donor : Allows donating backing assets to the vault without minting USDV.

The governance framework of USDV is designed to be robust yet exible, allowing for
the dynamic adjustment of parameters to respond to the evolving DeFi landscape. The
risk management protocols are crucial in maintaining the economic stability of the USDV
token and protecting it from potential vulnerabilities. These mechanisms work in tandem to
ensure that USDV remains a secure and reliable stablecoin within the volatile cryptocurrency
market.
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Chapter 3

STBT Protocol and Mechanism
Design

1 Overview

The advent of USDV, a novel stablecoin, has positioned the Short-term Treasury Bill To-
ken (STBT) at a critical juncture where its role transcends beyond a yield-accruing asset.
Anchored on the Ethereum blockchain and in compliance with the ERC-1400 security token
standard, STBT now serves as the initial backing asset for USDV. This additional function
necessitates an escalated level of scrutiny; the underlying asset's stability, market capital-
ization, and liquidity impact not only its direct holders but also the broader ecosystem
that USDV aims to serve. This STBT risk assessment is predicated on a comprehensive
understanding of the emergent context of USDV. A market capitalization surpassirfl10
million underscores the criticality of STBT in the digital asset space, where it is daily re-
basing to the Net Asset Value (NAV) of its underlying assets, a cornerstone of trust and
dependability. The resulting stability is paramount, as any uctuation in STBT's value or
its yield|currently in the vicinity of 4 to 5 percent APY|directly a ects the peg and the
perceived reliability of USDV. The report delineates STBT's operational framework, reserve
management strategies, compliance protocols, and market behaviors. The operational over-
sight by Matrixdock is crucial, as it ensures that the STBT is robust in its standing and
as a backing asset for USDV. The dual utility of STBT ampli es the importance of un-
derstanding and mitigating its associated risks|contractual, operational, liquidity, oracle,
depegging, and regulatory|which now have compounded e ects on the USDV ecosystem.
This report aims to provide a nuanced analysis of STBT within the USDV context, equip-
ping stakeholders with information critical to their decision-making. The insights will guide
investors, regulators, and the DeFi community, helping them comprehend the implications of
STBT's performance as a backing asset and its broader impact on the stability and adoption
of USDV.

2 Treasury Bill Backing

The Short-term Treasury Bill Token (STBT) architecture is a con uence of well-established
nancial principles and the innovative underpinnings of blockchain technology. This section
delineates the operational framework and structural components of STBT, elucidating how
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it functions as both an investment asset and as the bedrock for the USDV stablecoin.

Overview of US Short-Term Treasury Bills

6-month T-bills, or 6-month Treasury bills, are short-term debt securities issued by the U.S.
Department of the Treasury. They are a type of government bond with a maturity period of
six months. Investors purchase these T-bills at a discount to the face value, and the di erence
represents the interest earned at maturity. T-bills are considered low-risk investments often
used by investors as a short-term, safe-haven asset.

Custody and Management of Treasury Bills

T-bills custodianship refers to the safekeeping and management of Treasury bills by a custo-
dian, typically a nancial institution. Custodians are crucial in handling the administrative
tasks associated with T-bill ownership, including safe storage, transaction settlement, and
record-keeping.

The importance of T-bill custodianship lies in providing a secure and e cient way for
investors to manage their Treasury bill investments. Custodians ensure the safe storage
of physical or electronic T-bill certi cates, handle transactions, and provide investors with
accurate and up-to-date information on their holdings. This service simpli es investment,
enhances transparency, and helps investors monitor and manage their T-bill portfolios e ec-
tively.

Valuation of U.S. Short-Term Treasury Bills

The valuation of U.S. Short-Term Treasury Bills (T-Bills) is determined by the demand for
low-risk, liquid, and short-term debt instruments issued by the United States Department
of the Treasury. T-bills are typically issued with maturities of four weeks (one month),
eight weeks (two months), thirteen weeks (three months), twenty-six weeks (six months),
and fty-two weeks (one year). They are sold at a discount to their face value, and upon
maturity, the government pays the holder the total face value. The di erence between the
purchase price and the face value represents the interest earned by the investor.

The yield of T-Bills is a widely observed indicator of short-term interest rates. Monetary
policy, in ation expectations, and the overall demand for safe assets in uence it. In times
of economic uncertainty or market stress, investors often ock to T-Bills, increasing their
prices and consequently lowering their yields due to their perceived safety (a phenomenon
known as a " ight to quality").
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Volatility of U.S. Short-Term Treasury Bills

Despite being considered one of the safest investment vehicles, T-Bills are not entirely free
from volatility. Factors that can induce volatility include:

" Monetary Policy Changes : Decisions by the Federal Reserve on interest rates can
directly in uence T-bills yields.

” In ation Expectations : Higher in ation can erode the purchasing power of the xed
returns from T-Bills, a ecting their attractiveness to investors.

Figure 3.1: 6-Month T-Bills interest rates (blue) compared with 5-Year Break-Even In ation Rate. The
breakeven in ation rate represents a measure of expected in ation derived from 5-year Treasury Constant
Maturity Securities and 5-year Treasury In ation-Indexed Constant Maturity Securities.

" Government Debt Levels : Large amounts of T-Bill issuance to nance government
spending can in uence supply and demand dynamics.

" Global Market Dynamics : In a globally connected nancial system, international
events can cause investors to adjust their holdings in T-Bills, a ecting their prices and
yields.

~ Creditworthiness of the U.S. Government . Although extremely rare, any event
that leads investors to question the creditworthiness of the U.S. government could result
in volatility.

Figure 3.2: 6-Month T-Bills interest rates (blue) compared with the percent change in Federal Total Public
Debt.
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2.1 Reverse Repurchase Agreements

Temporary open market operations involve short-term and reverse repurchase agreements
designed to temporarily add or drain reserves available to the banking system and in uence
day-to-day trading in the federal funds market.

A reverse repurchase agreement (known as reverse repo or RRP) is a transaction in
which the New York Fed, under the authorization and direction of the Federal Open Market
Committee, sells a security to an eligible counterparty with an agreement to repurchase that
same security at a speci ed price at a specic time in the future. For these transactions,
eligible securities are U.S. Treasury instruments.

Exposure to reverse repos is similar to holding 6-month Treasury bills because both are
considered low-risk, short-term investments. Both provide a source of liquidity and are often
used by nancial institutions to manage cash ow.

The main di erence lies in the instruments. Reverse repos involve a contractual agreement
and typically a broader range of securities, while 6-month T-bills are speci c government-
issued debt securities with a xed term of six months. In both cases, market conditions,
interest rates, and the counterparties' creditworthiness in uence the risk exposure.

Figure 3.3: 6-Month T-Bills interest rates (blue) compared with Overnight Reverse Repo Agreements Award
Rate. The award rate is given to all accepted propositions for the collateral type reported by the New York
Fed as part of the Temporary Open Market Operations.

2.2 Conclusion

While U.S. Short-Term Treasury Bills are a cornerstone of nancial stability and a benchmark
for short-term interest rates, they are not immune to volatility. The valuation and yields of
T-Bills can uctuate due to macroeconomic policies, scal dynamics, and shifts in investor
sentiment. For stablecoins like USDV backed by instruments such as STBTS, the intrinsic
stability of T-Bills is favorable, but it is still critical to recognize and prepare for potential
volatility in these underlying assets. As such, strategies to mitigate exposure to T-Bill
volatility should be considered in the overall risk management framework for such stablecoins.

3 Governance and Management

The governance and management of the Short-term Treasury Bill Token (STBT) are cru-
cial for maintaining its structural integrity, operational e cacy, and regulatory compliance.
These elements collectively ensure that the token operates within the con nes of established
nancial regulations and meets the expectations of its stakeholders. Here, we dissect the
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intricate governance frameworks and management protocols that oversee the STBT's day-
to-day operations and long-term strategic direction.

3.1 Trust Structure and Issuance

At the heart of STBT's governance is a specialized trust structure designed to safeguard
the interests of token holders and ensure compliance with applicable laws and regulations.
The trust is responsible for issuing STBT, which is conducted under a stringent regulatory
framework to prevent fraudulent activities and protect investors. The trust structure is
not a mere formality but a foundation that ensures the token's credibility and legitimacy
in the nancial market. It is particularly critical given its role in underpinning the USDV
stablecoin.

3.2 Operational Management by Matrixdock

Matrixdock is pivotal in managing STBT's daily operations, executing the rebase mecha-
nism, managing reserve assets, and overseeing integration with DeFi applications like Curve.
Matrixdock's role extends to enforcing the trust's policies, managing the issuance and re-
demption processes, and ensuring that the token's operations adhere to the trust's governance
protocols. Their operational leadership is essential in maintaining the STBT's functionality
and reliability.

3.3 Specialized Trust Structure

The trust structure of the Short-term Treasury Bill Token (STBT) re ects a sophisticated
and secure approach to managing and operating this innovative nancial instrument.

3.4 Service Provider: Matrixdock

A

Operational Management : Matrixdock, a subsidiary of Matrixport, is entrusted with
the operational management of STBT. Matrixport, established in 2019, is a reputable
crypto nancial services company with a custody of ove$6 billion in assets.

Product Innovation : STBT represents Matrixdock's inaugural venture into yield
tokenization products, marking a signi cant step in the company's expansion into the
digital asset space.

3.5 Parent Company: Matrix Finance and Technologies Holdings

Robust Structure : The parent company has meticulously structured STBT within a
specialized trust. This involves separating the token-issuing entity (Prometheus Solu-
tions Ltd.) and the asset-holding entity (Epimetheus Technologies SPC).

Orphan Trust Structure : The arrangement is such that these entities are securely
nested within the trust, with Appleby Global Services as the trust's guardian and

Hamilton Services overseeing trustee activities. This structure ensures that STBT enti-
ties remain distinct from Matrixdock's nancial overview, safeguarding against claims

in the event of Matrixdock's nancial adversities.

25



3.6 Operational Blueprint: Orphan SPV Structure

A

Traditional Finance Parallel : The STBT operational model mirrors traditional -
nance's orphan Special Purpose Vehicle (SPV) structure. This mechanism is prevalent
in asset-backed and mortgage-backed securities issuance.

Potential for High Ratings : Given the appropriate nancial structuring, similar
mechanisms support ovefl trillion in global securities and can achieve AAA ratings.
STBT's foundation on assets with top-tier creditworthiness, backed by the U.S. govern-
ment, enhances its credibility.

3.7 Reserves Management

Collateral Composition : STBT is collateralized by short-term U.S. Treasury bills
and reverse repurchase agreements. With maturities of six months or less and overnight
reverse repos, the T-bills provide exposure to short-term U.S. interest rates while min-
imizing duration risk.

Proof-of-Reserve : Matrixdock issues daily proof-of-reserve statements detailing the
distribution between T-bills and reverse repo assets. This transparency is crucial in
maintaining the trust and credibility of the STBT.

Allocation Strategy : The current allocation is approximately 90% in reverse repos
and 10% in T-bills. This strategy is aligned with the yield curve dynamics and the
project's early developmental stage.

Disclosure of Underlying Assets : The veri cations include the CUSIP number of
the treasuries, details of the repo agreements, and the market value of the underlying
assets, ensuring complete transparency in the reserve management.

3.8 Geographic Restrictions

Matrixdock, the entity responsible for the operational management of STBT, adheres to
regulatory guidelines, which entail not o ering services in speci ¢ regions due to varying
interpretations of securities law across jurisdictions. The regions where Matrixdock refrains
from o ering STBT include:

" Asia: Mainland China, retail clients from Hong Kong, Singapore, North Korea, Japan,
Iran, Syria, and Myanmar.

~ Americas : USA, Canada, American Samoa, Cuba, Guam, Puerto Rico, and the North-
ern Mariana Islands.

" Europe : Crimea, Sevastopol, and Russia.

For each client onboarded, careful consideration is given to their place of incorporation or
residence to determine the local rules for selling them a security token on an exempt basis.
Explicitly, Matrixdock does not sell to US persons, adhering instead to a global standard
that is often benchmarked to the United States stringent regulations.
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3.9 Legal Frameworks

Regarding legal frameworks, the STBT falls under the purview of the laws of Seychelles,
where its specialized trust is incorporated. The Securities Act 2007 is the main legisla-
tion overseeing securities and investment products in Seychelles, with the Financial Services
Authority (FSA) being the designated regulatory entity for securities dealers, investment
advisers, and exchanges. Notably, the Securities Act does not classify virtual assets or cryp-
tocurrencies as securities, and the classi cation depends on the speci ¢ characteristics of the
asset.

Matrixdock has secured a legal opinion from a reputable Seychelles-based law rm con-
rming that the STBT o ering does not qualify as an investment business under Seychelles
legislation and, thus, does not fall under the regulations of the FSA. However, when extend-
ing o0 erings to nationals of third countries, the reverse solicitation principle is employed,
which must be navigated carefully due to potential shifts in regulatory interpretation.

Furthermore, in jurisdictions like the UK and EU, Matrixdock has consulted with major
law rms to understand the relevant exemptions for the o er and sale of unregistered secu-
rities like STBT, and these standards are applied in each transaction to ensure compliance.

These frameworks and restrictions underscore the complex legal landscape that Matrix-
dock navigates to maintain the compliant distribution of STBT, which is essential not only
for its functionality as a yield token but also for its role as the backing asset for the USDV
stablecoin. The proactive approach to compliance demonstrates a commitment to align-
ing with the intricate and dynamic legal landscape, which is critical for the credibility and
sustainability of STBT and USDV.

3.10 AML and KYC Policies

The Anti-Money Laundering and Know Your Customer policies for the Short-term Treasury
Bill Token (STBT) are integral to its governance and risk management framework. These
policies ensure that the operations adhere to regulatory standards to prevent nancial crimes
such as money laundering and terrorist nancing.

AML Policies

The AML procedures for STBT are designed to monitor and prevent any transactions in-
volving the proceeds of crime. As part of the broader AML framework, Matrixdock, the
operational manager of STBT, implements systems and controls that include:

" Due Diligence : Conducting thorough due diligence on all customers to understand
their activities' nature and assess the risk of money laundering.

~ Transaction Monitoring  : Continuous monitoring of customer transactions to identify
and report any suspicious per applicable laws and regulations.

" Record Keeping : Maintaining detailed records of customer identities, transactions,
and risk assessments, as regulatory authorities require.
KYC Policies

The KYC process is a critical step for all potential STBT investors. This process involves
several key components:
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Identity Veri cation . Investors must provide su cient documentation to verify their
identity, which may include government-issued identi cation and proof of address.

Accreditation Veri cation . As STBT targets accredited investors, additional doc-
umentation may be required to establish this status, such as nancial statements or
certi cations from a nancial advisor.

Risk Assessment : Each customer is assessed for risk based on the information pro-
vided, which helps to tailor the monitoring of their transactions and activities.

Whitelisting : Following the KYC and risk assessment, approved investors are added
to a whitelist that allows them to participate in STBT transactions. This whitelist
ensures that only veri ed and approved investors can transfer STBT tokens, enhancing
the overall security and compliance posture.

Matrixdock undertakes these AML and KYC processes to comply with the prevailing
nancial regulations and maintain the STBT ecosystem's integrity. This is paramount not
just for the operation of STBT but also for maintaining the stability and credibility of USDV,
which relies on STBT as its primary collateral. The AML and KYC policies are designed to
be robust and adaptable to the evolving regulatory environment, ensuring that STBT can
ful Il its role as a backing asset for USDV while mitigating nancial crime risks.

4 Service Providers

The custodians and broker-dealer pricing providers play an integral role in the operational
framework of the Short-term Treasury Bill Token (STBT), ensuring the security and proper
valuation of the assets underlying the token. Here is a detailed description of their roles and
responsibilities:

4.1 Custodians

The custodian(s) hold the T-bill and reverse repo collateral in custody accounts under con-
tract with Epimetheus Technologies SPC, the asset-holding entity under the STBT special
purpose trust. The custodians are crucial to ensuring the safekeeping of the assets that back
the STBT, providing a layer of security for token holders. Due to regulatory sensitivity
and the desire for con dentiality in the banking sector, especially concerning associations
with crypto companies, the names of these custodians are not disclosed publicly. However,
Matrixdock has con rmed that their custodial partners are reputable institutions, and this
information has been shared privately with the necessary parties.

4.2 Broker-Dealer

A broker-dealer is contracted to engage in the reverse repo transactions backed by T-bills,
which is crucial in managing the collateral's liquidity and yield generation. Like the cus-
todians, the service provider acting as the broker-dealer is not disclosed publicly due to
the potential regulatory implications and the need for discretion in the nancial services
industry.
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4.3 Pricing Providers

Bloomberg is utilized as the pricing data provider to determine the net asset value and trigger
STBT rebates accurately. The daily closing prices provided by Bloomberg are essential for
accurately calculating the STBT's NAV, used in the daily rebasing process. This pricing
information is a critical component of the rebase mechanism, as it ensures that the token
supply is correctly adjusted to re ect the actual value of the underlying assets.
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